
product overview

Alert Logic Web Security Manager with ActiveWatch
Defending Against Web Application Attacks

key benefits

Web Security Manager protects your websites and business-critical applications from Web application attacks, including zero-day exploits 
and emerging threats. 

Fully managed Security-as-a-Service delivery means fast, simple implementation with no capital expenses and predictable monthly 
fees—no software upgrades.

ActiveWatch services provide 24x7 monitoring and incident escalation by Alert Logic’s certified security analysts, along with ongoing tuning 
and management of the WAF.

Web Security Manager provides immediate PCI DSS 6.6 compliance, along with support for other compliance mandates. 

Intelligent caching provides a superior site visitor experience, with scalability limited only by hardware and network.  

Implement on-premises and in hosted and cloud environments with Alert Logic’s non-invasive, no-downtime deployment mode, providing 
industry-leading security without physical network changes. 

Web application attacks are one of the most serious risks in today’s threat landscape. They’re prevalent—seven out of ten environments will be attacked 
an average of 40 times during a year1—and they’re dangerous, implicated in many high-profile data breaches. From SQL injection attempts to cross-site 
scripting exploits, protection is essential. 

Web application firewalls (WAFs) are an ideal technology for defense—able to understand incoming traffic and intercept attacks, they’re a practical 
approach to guarding your applications and data. However, they also require expert tuning and management to be effective; otherwise, they impact 
site availability by blocking legitimate traffic or are tuned down to a level where they are no longer effective. 

A NEW APPROACH TO WEB APPLICATION SECURITY

Alert Logic Web Security Manager delivers on the WAF promise. The first fully managed 
Security-as-a-Service WAF, Web Security Manager provides:

•	 Proven WAF technology that blocks attacks with negative and positive security 
features and learning that adapts to your traffic patterns

•	 PCI DSS 6.6 compliance without code reviews

•	 SaaS delivery from Alert Logic that removes typical WAF management headaches

•	 Non-invasive, no-downtime deployment, providing the optimal mix of security and 
ease of implementation

•	 ActiveWatch managed services that extend your capabilities with tuning, monitoring, 
alerting, expert guidance and assistance with incident remediation by certified 
security analysts 

•	 Superior value, leveraging Alert Logic’s investment in highly available infrastructure, 
security technology and expert staff for a monthly fee—with no capital expenses

Alert Logic Web Security Manager deploys on-premises, in hosted environments or in the cloud, without complex integration. Now you can protect 
your web applications and sites with proven technology and expert staff without the difficulties usually experienced with Web application firewalls. 

1. Alert Logic State of Cloud Security Report, Feb. 2012
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Expert tuning can mean the 
difference between a working 
defense layer and a technology 
that is just gathering dust and 
using up budget.

Wendy nather 
451 Research, Feb. 2012



weB SecuritY MANAGer FeAtureS

© 2014 Alert Logic, Inc. All rights reserved. Alert Logic and the Alert Logic logo are trademarks, registered trademarks, or service 
marks of Alert Logic, Inc. All other trademarks listed in this document are the property of their respective owners. PO-WSM-0414

Proven Website and 

Web Application 

Protection

 – Immediate protection against SQL injection, cross-site scripting, OS command injection and other serious Web attacks 
 – Automated learning engine develops customized site security policies 
 – High-availability infrastructure with automatic fail-over and policy synchronization 
 – XML, JSON and SOAP Web service supported
 – Web server cloaking and customizable HTTP error handling to shield Web servers from direct Internet access and defeat 
fingerprinting attacks
 – Whitelist-based filtering of input data for protection against threats from unpublished vulnerabilities in Web server software 
and applications
 – Blocking at either the application or network level
 – Protection against outbound data theft and log data masking

Security-As-A-Service 

Delivery

 – Rapidly deploy and scale as needed 
 – No upgrades or patching – you always have the current product
 – No hidden costs 

ActiveWatch Managed 

Web Security Services

 – Expert customized tuning and configuration 
 – Incident response and escalation
 – Proactive analysis and ongoing management
 – GIAC-Certified Security Analysts and Researchers
 – 24x7 state-of-the-art Security Operations Center

Compliance Support
 – Rapid compliance with PCI DSS section 6.6 
 – Support for other compliance mandates, including HIPAA and FISMA

Improved Website 

User/Visitor Experience

 – Acceleration – 50 to 100% transfer rate improvement
 – Dynamic HTTP compression and static content caching
 – SSL termination and TCP connection off-loading
 – Accommodates almost unlimited concurrent users (more than 100,000)

Secure, Non-Invasive 

Deployment Options

 – Exclusive deployment model provides no-downtime implementation with optimum protection
 – Additional deployment models for the widest range of network requirements
 – Choice of physical and virtual appliances
 – Deploys rapidly on-premises, in hosted environments and in the cloud

APPLIANCE SPECIFICATIONS

Recommended Minimum 
Customer-Provided 

Configuration

CPU STORAGE MEMORY NETWORK POWER SUPPLY

4 Core Processor 
(with AES-NI support)

HW RAID, Dual 
HD, 7200 RPM

8 GB RAM
Quad Port 

Ethernet NIC
Dual Power Supply

Alert Logic 
Physical 

Appliance

CPU MEMORY CHASSIS RAILS

Intel 
Xeon

8 GB RAM 1U Rack
Static 2/4 
Post Rails 

AbOUT ALERT LOGIC
Alert Logic, the leading provider of Security-as-a-Service 
solutions for the cloud, provides advanced security tools 
coupled with 24×7 Security Operations Center expertise, 
allowing customers to defend against security threats and 
address compliance mandates. By leveraging an “as-a-
Service” delivery model, Alert Logic solutions include 
day-to-day management of security infrastructure, security 
experts translating complex data into actionable insight, 
and flexible deployment options to address customer 
security needs in any computing environment. Built from 
the ground up to address the unique challenges of public 
and private cloud environments, Alert Logic partners with 
over half of the largest cloud and hosting service providers 
to provide Security-as-a-Service solutions, such as intrusion 
protection, vulnerability assessment and log management 
for over 2,500 enterprise customers. Alert Logic is based 
in Houston, Texas, and was founded in 2002. For more 
information, please visit www.alertlogic.com.

WEb SECURITY MANAGER IdENTIFIES ANd bLOCKS WEb 
APPLICATION ATTACKS WHILE ALLOWING LEGITIMATE TRAFFIC


