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Web Protection

Ensures safe and productive web use

» Impose surfing rules: Select from
96 categories to stop access to
illegitimate and non-productive
websites at configurable times.

» See and control applications: Monitor
thousands of applications: block
Facebook games and Bittorrent,
limit Youtube streaming, accelerate
Salesforce.com.

» Prevent infection: Perform fast,
accurate scanning for viruses,
spyware and active content via dual
independent antivirus engines.
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Stop data loss: Block hidden sending
of personal information from already
infected PCs to the outside world.

Log and report: Navigate through
reactive reporting to get hundreds of
details on user surfing activity; email
customized reports to managers.

Protect privacy: Protect user name
anonymity within reporting data to
enforce privacy policies.




Sophos UTM Web Protection

The Sophos UTM Web Protection subscription protects you against liability related to
malware infection from unauthorized applications while giving you a clear view of how
employees spend time online.
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Deployment scenario of Sophos UTM Web Protection

Your Benefits

» Gain a crisp, clear picture of how the » Reduce legal liability risks by blocking

Internet is being used access to certain websites

» Accelerate critical applications by » Prevent network outages and data
ensuring they have appropriate loss caused by virus or spyware
bandwidth while blocking or limiting infections

unwanted, unproductive ones » Easily use your authentication servers

» Increase your employee productivity for creating profiles by user or group
by enforcing surfing policies
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Sophos UTM Web Protection

"With Sophos Web Protection our employee casual
surfing and time wasting dropped by about 75%.

Michael Mierwinski, ClO, Mid-America Overseas

Technical Specifications

Appliance UTM 110 UTM 120 UTM 220 UTM 320 UTM 425 UTM 525 UTM 625
Recommended users 10 40 140 330 1,100 2,300 3,800
Web proxy throughput (Mbps) 220 220 625 1,250 2,000 1,800 1,950
Antivirus throughput (Mbps) 70 70 165 235 520 560 980

Features
Security Management

» URL Filter database with 35 million+ sites in 96 categories

and 65+ languages

Application control: Accurate signatures and Layer 7

patterns for thousands of applications; Skype, Bittorrent,

Facebook, Youtube, Salesforce.com and many more

» Enforce the safe-search features of Google, Yahoo and Bing

» Restrict Youtube access to appropriate content with
Youtube For Schools integration

» View traffic in real time; choose to instantly block or shape

» Malware scanning: HTTP/HTTPS, FTP and web-based
email via Sophos antivirus scanning and a second
independent engine

» Active content filter: File extension, MIME type, Javascript,
ActiveX, Flash

» Spyware detection: incoming and outgoing

Policies

» Authentication: Active Directory, eDirectory, LDAP,
RADIUS, TACACS+, local DB

» Single sign on: Active Directory, eDirectory, Apple Open
Directory

» Proxy modes: Standard, (fully) transparent, authenticated,
single sign on, agent

» Supports separate filtering proxies in different modes

» Time, user and group-based access policies

» Allow temporary URL filter overrides with authentication

Client authentication agent for dedicated per-user tracking
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» Per-profile settings for all filtering options

Cloning of security profiles

Customizable user messages for events in local languages
Company logo placement on block pages

Proxy auto configuration via PAC files

Custom HTTPS verification CA support

Frequent URL database and virus pattern updates

Setup wizard and context-sensitive online help

Windows Server 2008 native mode support

Logging/Reporting

» Reactive reporting crafts reports as you click on data
Save, instantly email, or subscribe recipients to any
report(s)

PDF and CSV exporting of reports

Nightly compression and rotation of logs

Log file archiving: on-box, FTP, SMB, SSH, email, syslog
See who searched for what using major search engines
Daily activity reporting

URL filter override report

Per-user tracking and auditing

Anonymization of reporting data to enforce privacy policy




Sophos UTM Web Protection

User Interface Add-ons

Every company's network and operating
mode is different. We provide you with a
number of add-ons you can select and

s combine to suit your needs.
o= Essential Network Firewall
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UTM Network Protection
Protects against sophisticated types of
malware, worms and hacker exploits that

Top domains reporting

Appiication Control
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UTM Webserver Protection

Protects your web servers and applications
Application control like Outlook Web Access (OWA) from
modern hacker attacks.
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e : UTM Endpoint Protection

w— RIS Protects endpoints at any location against
e mmm.uw malware and data loss with a centrally
T‘“ - b deployed security agent.
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e p UTM Wireless Protection

Dramatically simplifies the operation of
secure and reliable wireless networks.

RED (Remote Ethernet Device)
It's the easiest and most affordable way to
secure your branch offices.
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Filtering by site reputation

Try it now for free

Register for a free 30-day evaluation
at sophos.com/try-utm

Your Sophos Premier Partner:
Symtrex Inc.

www.symtrex.com / www.astaro.ca
866-431-8972 / 416-769-3000
sales@symtrex.com /sales@astaro.ca
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