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Sophos UTM  
Wireless Protection 
Ensures secure and reliable Wi-Fi access all over the office

ÌÌ Plug & play deployment: When you 
plug in the access point anywhere 
on your network the Sophos UTM 
appliance automatically and instantly 
shows the new installation.

ÌÌ Central management: Manage all 
access points and wireless clients in 
your central Sophos UTM appliance 
through the built-in wireless controller.

ÌÌ Integrated security: Instantly protect 
all wireless clients through complete 
security provided by the central 
Sophos UTM appliance.

ÌÌ Strong encryption: Support of  
state-of-the-art Wi-Fi security 
protocols ensures the wireless 
connection is completely secure.

ÌÌ Placement choice: All access points 
can be placed anywhere in your 
organization. The wireless signal  
will cover the whole office.

ÌÌ Wi-Fi hotspot: Easily set up various 
types of wired and wireless hotspots 
to grant temporary Internet access.
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Your Benefits

ÌÌ Easy setup of multiple and groups  
of Sophos Access Points

ÌÌ No local configuration of access  
points required

ÌÌ Complete UTM protection for  
all wireless clients

ÌÌ Maximum protection of wireless  
data traffic

ÌÌ Uninterrupted signal covering  
the whole office

ÌÌ Quick setup of voucher-based  
Internet guest access

Sophos UTM Wireless Protection simplifies the operation of secure and reliable 
wireless networks. The Sophos UTM appliance acts as a wireless controller, 
automatically sets up and configures access points which you can easily monitor 
and manage, saving you time and resources.

Deployment scenario of Sophos UTM Wireless Protection
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“�What I really like about Sophos’ integrated wireless protection 
approach is that it frees our administrators from separately 
managing an expensive enterprise wireless solution.”

	 Jason Richards, CEO, Vineyard Networks

Technical Specifications

Wireless controller UTM 110 UTM 120 UTM 220 UTM 320 UTM 425 UTM 525 UTM 625

Recommended sizing

Number of access points 2 4 8 16 32 64 128

Number of wireless users 10 25 50 100 250 500 1,000

Security features

Wi-Fi protected access (WPA/WPA2)       

Wired equivalent privacy (WEP)       

802.1x authentication (RADIUS)       

Multiple SSIDs 8 8 8 8 8 8 8

Required subscriptions UTM Wireless Protection

Sophos Access Points AP10 AP30 AP50

Capacity

Maximum users Up to 10 users Up to 30 users Up to 50 users

Maximum throughput 150Mbit/s 300Mbit/s 300Mbit/s

Physical interfaces

LAN interface 1 x 10/100 Base TX 1 x 10/100 Base TX 1 x 10/100/1000 Base TX

Wireless interface 802.11 b/g/n 2.4GHz 802.11 b/g/n 2.4GHz 802.11 a/b/g/n 
2.4 and 5GHz

Power over Ethernet - 802.3af 802.3at (PoE+)

Number of antennas 1 x external 3 x internal 2 x external

Number of radios 1 1 2

Power supply 90-240V, 50/60Hz 90-240V, 50/60Hz 100-240V, 50/60Hz

Physical specifications

Dimensions (WxHxD) 124 x 25 x 96mm 120 x 50 x 120mm 154 x 30 x 119mm

Weight 130g 230g 390g

Mounting options Desktop/wall Desktop/ceiling Desktop/wall

Regulatory compliance

Certifications FCC, CE, MIC, VCCI FCC, CE, MIC, VCCI FCC, CE
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Try it now for free  
Register for a free 30-day evaluation 
at sophos.com/try-utm

Configuration of wireless networks

Access point detection and authorization

List of wireless networks

User Interface Add-ons
Every company’s network and operating 
mode is different. We provide you with a 
number of add-ons you can select and 
combine to suit your needs.

Essential Network Firewall
Offers basic security functions to help 
protect your business network.

UTM Network Protection
Protects against sophisticated types of 
malware, worms and hacker exploits that 
can evade your basic firewall.

UTM Email Protection
Secures your corporate email from spam 
and viruses while protecting sensitive 
information from cybercriminals. 

UTM Web Protection
Protects your employees from web threats 
while controlling how they spend time 
online. 

UTM Webserver Protection
Protects your web servers and applications 
like Outlook Web Access (OWA) from 
modern hacker attacks.

Coming soon:  
UTM Endpoint Protection
Protects endpoints at any location against 
malware and data loss with a centrally 
deployed security agent.

RED (Remote Ethernet Device)
It’s the easiest and most affordable way to 
secure your branch offices. 

http://www.sophos.com/try-utm
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